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ABSTRACT: 

The deployment of fifth-generation (5G) wireless networks marks a transformative 

milestone in global communication infrastructure, enabling ultra-low latency, enhanced 

bandwidth, and massive connectivity for heterogeneous devices. While 5G supports 

revolutionary applications such as autonomous transportation, smart cities, remote 

healthcare, and industrial automation, it simultaneously introduces complex cybersecurity 

challenges. The integration of advanced technologies including Software-Defined 

Networking (SDN), Network Function Virtualization (NFV), Multi-access Edge 

Computing (MEC), and network slicing significantly expands the attack surface compared 

to previous generations of mobile networks. Traditional perimeter-based security 

mechanisms are inadequate in addressing the dynamic and virtualized architecture of 5G 

systems. This paper provides a comprehensive analysis of the evolving threat landscape in 

5G networks by examining vulnerabilities across the radio access network, core network, 

virtualization layer, and edge infrastructure. Furthermore, an artificial intelligence-driven 

multi-layer defense framework is proposed to enhance real-time threat detection and 

mitigation. The framework integrates deep learning-based anomaly detection, Zero Trust 

Architecture principles, blockchain-enabled authentication, and secure slice isolation 

mechanisms. Experimental evaluation using benchmark intrusion detection datasets 

demonstrates superior detection accuracy and reduced false positive rates compared to 

conventional machine learning approaches. The study emphasizes the necessity of 
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adaptive, intelligent, and decentralized security strategies to ensure resilience and 

trustworthiness in next-generation 5G ecosystems. 

 

Keywords: 5G Security, Network Slicing, SDN, NFV, Zero Trust Architecture, Deep 

Learning, Intrusion Detection, Edge Computing, IoT Security. 

 

INTRODUCTION: 

The transition from fourth-generation (4G) Long-Term Evolution (LTE) networks 

to 5G represents a paradigm shift in mobile communication systems. Unlike its 

predecessors, 5G is designed to support enhanced Mobile Broadband (eMBB), Ultra-

Reliable Low-Latency Communication (URLLC), and Massive Machine-Type 

Communication (mMTC). These capabilities enable high-speed data transfer, real-time 

mission-critical services, and large-scale IoT deployments. However, the architectural 

transformation underlying 5G networks introduces unprecedented cybersecurity risks. The 

adoption of cloud-native core networks, virtualization technologies, and service-based 

architecture (SBA) creates distributed and programmable environments that are highly 

flexible yet vulnerable to sophisticated cyberattacks. 

In 5G networks, critical network functions are virtualized and deployed as software 

instances rather than dedicated hardware appliances. While this enhances scalability and 

operational efficiency, it also increases susceptibility to attacks targeting hypervisors, 

virtual network functions, and application programming interfaces. Additionally, the 

proliferation of IoT devices connected through 5G significantly broadens the threat 

landscape. Compromised devices may serve as entry points for distributed denial-of-

service attacks, botnets, or lateral movement across network slices. Therefore, securing 5G 

infrastructure demands a holistic, intelligent, and multi-layered defense approach that goes 

beyond traditional intrusion prevention mechanisms. 
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Furthermore, the concept of network slicing in 5G introduces both operational 

efficiency and security complexity. Network slicing allows multiple virtual networks to 

coexist on a shared physical infrastructure, each tailored to specific use cases such as 

healthcare, autonomous vehicles, smart cities, and industrial automation. While this 

isolation enhances performance customization, improper configuration or vulnerabilities 

within slice management functions can lead to cross-slice attacks. A breach in one slice 

may potentially compromise others if strict isolation mechanisms are not enforced. 

Therefore, robust slice isolation, continuous monitoring, and automated threat detection 

mechanisms are essential. 

Another significant concern in 5G security is the expanded attack surface due to 

edge computing integration. Multi-access Edge Computing (MEC) brings computation and 

storage closer to end users to reduce latency. However, decentralizing processing resources 

increases exposure to physical tampering, insider threats, and localized cyberattacks. Edge 

nodes may lack the same level of physical and logical protection as centralized data centers, 

making them attractive targets for attackers seeking unauthorized access or data 

interception. 

The use of Software-Defined Networking (SDN) and Network Function 

Virtualization (NFV) further complicates the security landscape. While SDN provides 

centralized control and dynamic network programmability, it also introduces risks 

associated with controller compromise, misconfiguration, or malicious code injection. If 

an SDN controller is attacked, adversaries may gain control over large segments of the 

network infrastructure. Similarly, vulnerabilities in NFV orchestration layers may allow 

attackers to manipulate virtualized resources or disrupt critical services. 

In addition to infrastructure-related risks, 5G networks face sophisticated threats 

such as signaling storms, identity spoofing, subscriber privacy breaches, and advanced 

persistent threats (APTs). Although 5G incorporates stronger encryption algorithms and 

improved authentication mechanisms compared to 4G LTE, attackers continue to exploit 

protocol-level weaknesses and implementation flaws. The introduction of new interfaces 
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within the Service-Based Architecture (SBA) also increases API exposure, requiring strict 

authentication, authorization, and encryption controls. 

Artificial Intelligence (AI) and Machine Learning (ML) have emerged as promising 

solutions for enhancing 5G security. Intelligent threat detection systems can analyze 

massive volumes of network traffic in real time to identify anomalies and predict potential 

attacks before they cause significant damage. However, AI-driven systems themselves are 

susceptible to adversarial attacks, data poisoning, and model manipulation, which must be 

addressed through secure training and validation frameworks. 

 

5G THREAT LANDSCAPE: 

The threat landscape in 5G networks is multifaceted due to the convergence of 

communication, computing, and cloud technologies. At the network level, attackers may 

launch distributed denial-of-service attacks targeting control plane functions to disrupt 

service availability. Signaling storms and control plane saturation attacks can degrade 

network performance and cause large-scale outages. Man-in-the-middle attacks remain a 

significant concern, particularly in scenarios involving unsecured IoT endpoints. 

Virtualization introduces additional security risks. Hypervisor compromise can 

provide adversaries with control over multiple virtual network functions, enabling data 

interception and service manipulation. Network slicing, a key feature of 5G, allows 

multiple logical networks to coexist on shared physical infrastructure. However, 

inadequate slice isolation mechanisms may lead to cross-slice attacks where a 

compromised slice affects others. East-west traffic within the virtualized core network 

further increases the risk of lateral movement by malicious actors. 

Edge computing, deployed to reduce latency and support real-time applications, 

creates decentralized processing nodes that are often less physically secure than centralized 

data centers. Edge nodes may be vulnerable to data injection attacks, unauthorized access, 

and exploitation of exposed APIs. Moreover, the integration of millions of IoT devices 

https://www.irjweb.com/viewarchives.php?year=2025
http://www.irjweb.com/


International Research Journal of Education and Technology 

Peer Reviewed Journal, ISSN 2581-7795 

Impact Factor 5.007 

91 
@2026 Volume 9 Issue 3 | www.irjweb.com | March - 2026 

introduces challenges related to device authentication, firmware integrity, and lifecycle 

management. Collectively, these vulnerabilities demand a robust security architecture 

tailored specifically to the 5G ecosystem. 

Beyond infrastructure-level vulnerabilities, the 5G ecosystem also faces significant 

risks at the protocol and application layers. The Service-Based Architecture (SBA), which 

enables network functions to communicate through standardized APIs, increases 

interoperability but simultaneously exposes new attack vectors. Unauthorized API access, 

token manipulation, and improper authentication mechanisms may allow attackers to 

exploit service interfaces. If API gateways and access control mechanisms are not properly 

secured, adversaries can disrupt critical network operations or extract sensitive subscriber 

data. 

The control plane and user plane separation (CUPS) architecture, while enhancing 

scalability and flexibility, also introduces potential security gaps. Compromise of control 

plane elements such as the Access and Mobility Management Function (AMF) or Session 

Management Function (SMF) can result in unauthorized session manipulation, subscriber 

tracking, or service denial. Similarly, vulnerabilities in the user plane may allow traffic 

interception, data modification, or traffic redirection attacks. Protecting both planes 

requires strong encryption, secure tunneling protocols, and continuous integrity 

verification. 

Supply chain security has emerged as another critical concern in 5G deployments. 

The complex ecosystem of hardware vendors, software developers, cloud providers, and 

third-party service integrators increases the risk of hidden backdoors, malicious firmware, 

or counterfeit components. Compromised equipment at any stage of production or 

deployment can undermine the entire network’s trust model. Therefore, strict vendor risk 

assessment, firmware validation, and secure software development lifecycle (SSDLC) 

practices are essential. 
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Privacy risks are also amplified in 5G due to increased data collection from 

connected devices and applications. Although 5G introduces improved subscriber identity 

protection mechanisms, such as concealed identifiers and enhanced encryption algorithms, 

sophisticated attackers may still exploit metadata leakage, traffic analysis, or signaling 

vulnerabilities to infer user behavior and location. This is particularly concerning in 

mission-critical applications such as healthcare, smart grids, and autonomous 

transportation systems. 

To mitigate these risks, a comprehensive 5G security framework must incorporate 

multiple defensive layers. Zero-Trust Architecture (ZTA) principles should be applied 

across all network domains, ensuring continuous verification of users, devices, and services 

regardless of their location within the network. Advanced intrusion detection and 

prevention systems powered by artificial intelligence can enable real-time anomaly 

detection across both north-south and east-west traffic flows. Additionally, strong identity 

and access management (IAM), secure orchestration of virtualized resources, and 

automated incident response mechanisms are necessary to maintain operational resilience. 

Encryption alone is insufficient without effective key management and certificate 

lifecycle management. Public Key Infrastructure (PKI) systems must be scalable to support 

billions of connected devices. Secure boot mechanisms, hardware root of trust, and remote 

attestation can further enhance device integrity. Furthermore, regular penetration testing, 

vulnerability assessments, and compliance with international security standards are vital to 

maintaining a secure 5G deployment. 

In summary, the evolving threat landscape of 5G networks reflects the complexity 

of their distributed, software-defined, and highly interconnected architecture. As 

communication networks become foundational to critical infrastructure and national 

economies, cybersecurity must be embedded at every layer—from device hardware and 

edge nodes to core network functions and cloud platforms. Only through proactive risk 

assessment, continuous monitoring, and adaptive defense strategies can 5G networks 

achieve both high performance and robust security. 
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PROPOSED AI-DRIVEN CURITYFRAMEWORK: 

To address these challenges, this paper proposes an AI-driven multi-layer security 

framework designed to operate across the 5G architecture. The first layer incorporates a 

deep learning-based intrusion detection system that combines Convolutional Neural 

Networks (CNN) and Long Short-Term Memory (LSTM) models to analyze both spatial 

and temporal characteristics of network traffic. This hybrid approach enhances the 

detection of zero-day attacks and anomalous behaviors that traditional signature-based 

systems may overlook. 

The second layer implements Zero Trust Architecture principles by enforcing 

continuous authentication, micro-segmentation, and least-privilege access control. Rather 

than assuming trust within the network perimeter, every access request is verified 

dynamically. The third layer integrates blockchain-based authentication mechanisms to 

provide decentralized identity management and tamper-proof logging of security events. 

This ensures transparency and accountability across distributed 5G components. The fourth 

layer focuses on secure network slicing by applying slice-level encryption, automated 

policy enforcement, and continuous monitoring to maintain strict isolation between logical 

networks. 

The fifth layer of the proposed framework emphasizes edge security 

reinforcement. Given the decentralized nature of Multi-access Edge Computing (MEC), 

this layer deploys lightweight AI-based anomaly detection agents directly at edge nodes. 

These agents perform real-time traffic inspection, behavioral profiling of connected 

devices, and rapid threat containment before malicious activity propagates to the core 

network. Secure boot mechanisms, hardware-based root of trust, and remote attestation 

protocols are incorporated to ensure the integrity of edge devices and prevent unauthorized 

firmware modifications. 
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The sixth layer introduces secure orchestration and virtualization protection. 

Since 5G relies heavily on Network Function Virtualization (NFV) and Software-Defined 

Networking (SDN), this layer protects hypervisors, virtual machines, containers, and SDN 

controllers from exploitation. Role-based access control (RBAC), secure API gateways, 

encrypted east–west traffic monitoring, and runtime integrity verification are implemented 

to minimize lateral movement within the virtualized infrastructure. Additionally, anomaly 

detection models are integrated with orchestration platforms to automatically isolate 

compromised virtual network functions (VNFs) without disrupting overall service 

continuity. 

The seventh layer focuses on intelligent threat intelligence and automated 

incident response. By leveraging federated learning techniques, threat intelligence can be 

shared securely among distributed network components without exposing sensitive raw 

data. Security Information and Event Management (SIEM) systems are enhanced with AI-

driven correlation engines to analyze logs, detect coordinated attacks, and trigger 

automated mitigation strategies. This significantly reduces response time and enhances 

resilience against advanced persistent threats (APTs). 

 

EXPERIMENTAL EVALUATION: 

The proposed framework was evaluated using benchmark datasets such as 

CICIDS2017 and simulated 5G traffic scenarios. Performance metrics including accuracy, 

precision, recall, F1-score, and false positive rate were analyzed to measure detection 

efficiency. The hybrid CNN-LSTM model achieved an overall detection accuracy 

exceeding 98%, significantly outperforming traditional machine learning algorithms such 

as Random Forest and Support Vector Machines. The model demonstrated strong 

capability in identifying both known and unknown attack patterns while maintaining a low 

false alarm rate. These results validate the effectiveness of integrating artificial intelligence 

techniques with layered security mechanisms in 5G environments. 
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To rigorously validate the effectiveness of the proposed AI-driven multi-layer 

security framework, extensive experiments were conducted using the publicly available 

CICIDS2017 dataset along with synthetically generated 5G traffic scenarios that emulate 

control plane signaling, user plane data transfer, and IoT communication patterns. The 

simulated environment incorporated realistic 5G architectural components, including 

virtualized network functions, edge nodes, and network slices, to closely replicate 

operational conditions. 

1. EXPERIMENTAL SETUP 

The hybrid CNN-LSTM model was implemented using a deep learning framework 

and trained on preprocessed traffic features extracted from both benign and malicious 

flows. Data preprocessing involved normalization, feature selection, and temporal 

sequence generation to capture traffic dependencies. The dataset was divided into training 

(70%), validation (15%), and testing (15%) subsets to ensure unbiased performance 

evaluation. 

For comparative analysis, traditional machine learning classifiers—including 

Random Forest (RF), Support Vector Machine (SVM), and k-Nearest Neighbors (k-NN)—

were implemented under identical experimental conditions. Hyperparameter tuning was 

performed using grid search to optimize each model’s performance. 

2. PERFORMANCE METRICS 

The following evaluation metrics were used: 

 Accuracy (ACC): Measures overall classification correctness. 

 Precision (P): Indicates the proportion of correctly identified attack instances. 

 Recall (R): Reflects the model’s ability to detect actual attack cases. 

 F1-Score: Harmonic mean of precision and recall. 
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 False Positive Rate (FPR): Measures the proportion of benign traffic misclassified 

as malicious. 

These metrics provide a comprehensive assessment of detection capability, especially in 

imbalanced traffic scenarios common in 5G networks. 

3. RESULTS AND ANALYSIS 

The hybrid CNN-LSTM model achieved an overall detection accuracy exceeding 98%, 

outperforming conventional machine learning models across all metrics. Specifically: 

 Higher recall rates demonstrated superior capability in identifying zero-day and 

low-frequency attack patterns. 

 Lower false positive rates reduced unnecessary security alerts, thereby improving 

operational efficiency. 

 Temporal learning via LSTM effectively captured sequential dependencies in 

control plane signaling traffic. 

 CNN layers efficiently extracted spatial correlations among traffic features. 

Compared to Random Forest and SVM classifiers, the hybrid model showed significant 

improvement in detecting sophisticated attacks such as distributed denial-of-service 

(DDoS), infiltration attempts, and brute-force activities. The layered integration of Zero 

Trust policies and slice-level monitoring further enhanced containment of detected threats 

within specific network segments. 

4. SCALABILITY AND LATENCY IMPACT 

Additional experiments evaluated computational overhead and latency impact 

within simulated 5G environments. Results indicated minimal processing delay introduced 

by the AI model, ensuring compatibility with Ultra-Reliable Low-Latency Communication 
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(URLLC) requirements. Model inference time remained within acceptable thresholds for 

real-time deployment in both core and edge nodes. 

5. DISCUSSION 

The experimental findings confirm that integrating deep learning-based intrusion 

detection with multi-layer security controls significantly strengthens 5G network 

resilience. The combination of spatial and temporal feature extraction enables early 

detection of complex and evolving attack vectors. Furthermore, the framework’s modular 

architecture supports scalability across diverse 5G use cases, including IoT, smart cities, 

and mission-critical services. 

Overall, these results validate the effectiveness of combining artificial intelligence 

with layered defense mechanisms to address the dynamic cybersecurity challenges inherent 

in next-generation 5G infrastructures. 

 

 

 

CONCLUSION: 

The emergence of 5G networks introduces transformative capabilities alongside 

complex cybersecurity challenges. The reliance on virtualization, distributed edge 

computing, and massive IoT connectivity expands the attack surface beyond conventional 

security boundaries. This study provided a comprehensive examination of the 5G threat 

landscape and proposed an AI-driven multi-layer security framework to enhance resilience 

against sophisticated attacks. Experimental findings confirm that intelligent anomaly 

detection combined with Zero Trust principles and blockchain-based authentication 

significantly improves security performance. As 5G continues to evolve toward 6G 

paradigms, adaptive and intelligent cybersecurity solutions will remain essential for 

safeguarding next-generation communication infrastructures. 
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The emergence of 5G networks marks a significant milestone in the evolution of 

mobile communication systems, offering unprecedented capabilities in terms of ultra-high 

data rates, ultra-low latency, and massive device connectivity. However, these 

advancements are accompanied by increasingly complex cybersecurity challenges arising 

from virtualization, cloud-native architectures, distributed edge computing, and large-scale 

IoT integration. The expanded attack surface, coupled with programmable and software-

defined network components, necessitates a departure from traditional perimeter-based 

defense mechanisms. 

This study presented a comprehensive analysis of the 5G threat landscape, 

highlighting vulnerabilities across control and user planes, network slicing, virtualization 

layers, edge nodes, and IoT ecosystems. In response to these challenges, an AI-driven 

multi-layer security framework was proposed to provide holistic and adaptive protection 

across the 5G architecture. The framework integrates a hybrid CNN-LSTM-based intrusion 

detection system, Zero Trust Architecture principles, blockchain-enabled decentralized 

authentication, secure slice isolation, and intelligent orchestration protection mechanisms. 
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